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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED,
BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS
PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS
INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR
INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in
personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION,
YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS,
OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE
ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR
DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS
SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS
PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The
information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained
by calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm%?20

All products, platforms, dates, and figures specified are preliminary based on current expectations, and are subject to change
without notice. All dates specified are target dates, are provided for planning purposes only and are subject to change.

This document contains information on products in the design phase of development. Do not finalize a design with this
information. Revised information will be published when the product is available. Verify with your local sales office that you have
the latest datasheet before finalizing a design.

Intel® Active Management Technology requires the computer system to have an Intel AMT-enabled chipset, network hardware
and software, as well as connection with a power source and a corporate network connection. Setup requires configuration by
the purchaser and may require scripting with the management console or further integration into existing security frameworks to
enable certain functionality. It may also require modifications of implementation of new business processes. With regard to
notebooks, Intel AMT may not be available or certain capabilities may be limited over a host OS-based VPN or when connecting
wirelessly, on battery power, sleeping, hibernating or powered off. For more information, see
http://www.intel.com/technology/manage/iamt/

Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and results will depend upon
the setup and configuration of your hardware, software and IT environment. To learn more visit:
http://www.intel.com/technology/vpro.

Code names featured are used internally within Intel to identify products that are in development and not yet publicly announced
for release. Customers, licensees and other third parties are not authorized by Intel to use code names in advertising, promotion
or marketing of any product or services and any such use of Intel’s internal code names is at the sole risk of the user.

Intel, vPro, and the Intel logo are trademarks of Intel Corporation in the U.S. and/or other countries.
*Other names and brands may be claimed as the property of others.
Copyright © 2013-2015, Intel Corporation. All rights reserved.
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Introduction i n te l o]

1 Introduction

1.1 Scope of Document

This document describes the content of this release and the changes since the
previous versions.

This document covers the following Intel® Management Engine (Intel® ME) Software
for the Intel® 7 and 8 Series Chipset Family and 4th generation Intel® Core™
processors based platforms.

o Digital Office Intel® vPro™
e Consumer

2 Important Notes about This Release

Support for Intel® TA has been removed from the Intel® ME Software installer.
The SW contained within this kit supports the following platforms.

e 4th Generation Intel® Core™ Processor U-Series Platform I/0

Intel® 8 Series/C220 Series Chipset Family

Intel® 7 Series/C216 Chipset Family

Intel® C610 Express Chipset

Intel® C600 Series Express Chipset with Intel® ME 8.1

Beginning with Intel® ME10, the software installer has been converted to an MSI
format. This change provides a secure single package executable instead of the Intel
Installation Framework 2.0 (IIF2) package and the unpackaged installers that where
provided in previous releases.
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i n te l : , Kit Details

Kit Details

3.1

Build Details

Changes since previous |Reasons for ‘

e e SW-Only release - changes
11.0.0.1146
®
Intel_ MEI Certified for Windows*
Driver N/A N/A
Version 7/8/8.1/10
Submission ID: 1735217
11.0.0.1136
. Certified for Windows*
S?,';r[;ir(',‘;er 7/8/8.1/10 N/A N/A
Submission ID: 1726750,
1730516
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4

Issue Status Definitions

This document provides sightings and bugs report for Intel® Management Engine
Firmware 10.0 SKU, Software and Tools for Intel® AMT on the Intel® 8 Series/C220
Series Chipset Family based platforms. Each report contains a snapshot of sightings
and critical internal bugs dating to the Friday of the week in which it was released. At
the time of a milestone release, this report will be distributed with the Intel® ME Kit
and will provide information on new issues and the status of old issues (replacing the
Release Notes document).

The issues are separated into sub-groups to assist in understanding the status of the
issues and what action, if any, needs to be done to address the issue. The names and
definitions of the sub-groups are detailed below.

Closed Issues: Issues will not be classified as “Closed” until the fix is verified with
the appropriate firmware version or disposition given below. Closed issues are
separated into three different categories:

e Closed - Fixed in Software Kit: All issues detailed in this
section have been fixed in the firmware version identified in the
individual sighting details.

¢ Closed - No Plan to Fix: All issues detailed in this section are
not planned to be fixed in any revision of the firmware.

Open Issues: New sightings and bugs will be classified as “"Open” issues until the fix
is verified with the appropriate firmware version. Open issues are separated into the
following categories:

e Open - Under Investigation: All issues in this status are still
under investigation. Issues may or may not be root caused.

Note: Any issues that are still open for production revisions of the components
will be documented in the respective specification update documents.

Sightings listed in this document apply to ALL Broadwell CRB SKU’s unless
otherwise noted either in this document or in the sightings tracking systems
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Issues Closed in this Release

Issues Closed in this Release

None.

Intel® ME New Features (RCRs)

None.

Known Issues

7.1 Open - Software
Issue # Description Affected Component/Impact Affected
/ Workaround/Notes Platform(s)
when using SW
Affected Component -
225639 Intel® CSME Unable to enter | sw.HECI.Driver
PG when AMT is Provisioned Impact: platform cannot enter
W|th WlndOWS 7 Power Gat|ng
Workaround: N/A
Notes:
Lan is disconnected. All
Reproduction Steps:
1. Provision AMT
2. Boot to OS
3. Check Power Gating
FW is blocking PG entry
Affected Component -
225741 When a Watchdog message | sw.HECI.Driver
Reply is concatenated with Impact: Possible that can cause
another message, the MEI HECI Link Reset All
driver does not read the Workaround: N/A
other message.
Notes:
L Affected Component -
225671 LMS not functioning when SW.HECI.Driver
\|:/|V2?n verifier is running on Impact: All
Workaround: N/A
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Affected
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Issue # Description Affected Component/Impact
/ Workaround/Notes Platform(s)
when using SW
. . Affected Component -
225681 BSOD when disabling MEI SW.HECI.Driver

drivff_ar, Witt'h verifier Impact: BSOD Al
configuration Workaround: N/A
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8 Archive - Fixes in Previous Releases
8.1 Closed - Software
Issue # Description Affected Component/Impact Fixed in Affected
/ Workaround/Notes Intel® ME Platform(s)

SW Kit# when using SW

8.2 Closed - No Plan to Fix
Issue Description Affected Component/Impact /
# Workaround/Notes
1.
8.3 RCRs
RCR # Description / Background Build
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