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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO LICENSE, 
EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY 
THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, 
INTEL ASSUMES NO LIABILITY WHATSOEVER, AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, 
RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO 
FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR 
OTHER INTELLECTUAL PROPERTY RIGHT. 

UNLESS OTHERWISE AGREED IN WRITING BY INTEL, THE INTEL PRODUCTS ARE NOT DESIGNED NOR INTENDED 
FOR ANY APPLICATION IN WHICH THE FAILURE OF THE INTEL PRODUCT COULD CREATE A SITUATION WHERE 
PERSONAL INJURY OR DEATH MAY OCCUR. 

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must 
not rely on the absence or characteristics of any features or instructions marked "reserved" or "undefined." Intel 
reserves these for future definition and shall have no responsibility whatsoever for conflicts or incompatibilities 
arising from future changes to them. The information here is subject to change without notice. Do not finalize a 
design with this information.  

The products described in this document may contain design defects or errors known as errata which may cause 
the product to deviate from published specifications. Current characterized errata are available on request.  

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your 
product order. 

This document contains information on products in the design phase of development.  

All products, platforms, dates, and figures specified are preliminary based on current expectations, and are 
subject to change without notice. All dates specified are target dates, are provided for planning purposes only and 
are subject to change. 

This document contains information on products in the design phase of development. Do not finalize a design with 
this information. Revised information will be published when the product is available. Verify with your local sales 
office that you have the latest datasheet before finalizing a design. 

Intel® Active Management Technology requires the computer system to have an Intel® AMT-enabled chipset, 
network hardware and software, as well as connection with a power source and a corporate network connection.  
Setup requires configuration by the purchaser and may require scripting with the management console or further 
integration into existing security frameworks to enable certain functionality.  It may also require modifications of 
implementation of new business processes.  With regard to notebooks, Intel AMT may not be available or certain 
capabilities may be limited over a host OS-based VPN or when connecting wirelessly, on battery power, sleeping, 
hibernating or powered off.  For more information, visit: http://www.intel.com/technology/manage/iamt/ 

The original equipment manufacturer must provide TPM functionality, which requires a TPM-supported BIOS. TPM 
functionality must be initialized and may not be available in all countries. 

No computer system can provide absolute security under all conditions.  Intel® Trusted Execution Technology 
(Intel® TXT) requires a computer system with Intel® Virtualization Technology, an Intel TXT-enabled processor, 
chipset, BIOS, Authenticated Code Modules and an Intel TXT-compatible measured launched environment (MLE). 
The MLE could consist of a virtual machine monitor, an OS or an application.  In addition, Intel TXT requires the 
system to contain a TPM v1.2, as defined by the Trusted Computing Group and specific software for some uses. 
For more information, visit: http://www.intel.com/technology/security 

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each 
processor family, not across different processor families. See www.intel.com/products/processor_number for 
details. 

Intel, the Intel logo, Intel AMT, Itanium, Pentium, Intel Centrino, Intel Xeon, Intel XScale, VPro and any Intel 
trademarks which are used in this document are trademarks of Intel Corporation in the U.S. and other countries. 

http://www.intel.com/technology/manage/iamt/


 
 
 
 

Intel® TPM Vendor Specific Ordinals  3 

*Other names and brands may be claimed as the property of others. 

Copyright © 2008, Intel Corporation. All rights reserved. 



 
 
 
 

4   Intel® TPM Vendor Specific Ordinals 

Contents 
1  Introduction .....................................................................................................6 

1.1  Terminology ..........................................................................................6 
1.2  Reference Documents .............................................................................6 

2  Intel® Trusted Platform Module (Intel® TPM) Specific Ordinals .................................8 
2.1  TPM_GetCapability..................................................................................8 

2.1.1  TPM_CAP_MFR..........................................................................8 
2.1.2  TPM_CAP_DA_LOGIC .................................................................8 
2.1.3  TPM_CAP_VERSION_VAL ............................................................8 

2.2  TPM_FieldUpgrade ..................................................................................9 
2.2.1  Incoming Parameters and Sizes...................................................9 
2.2.2  Outgoing Parameters and Sizes .................................................10 
2.2.3  Action....................................................................................11 
2.2.4  Field Upgrade Error codes.........................................................11 

 

Tables 

Table 1. Revision history ....................................................................................5 
Table 2. Terminology.........................................................................................6 
Table 3. Reference documents ............................................................................7 
Table 4. TPM_GetCapability TPM_CAP_MFR...........................................................8 
Table 5. TPM_GetCapability TPM_CAP_DA_LOGIC ..................................................8 
Table 6. TPM_FieldUpgrade incoming parameters and sizes .....................................9 
Table 7. TPM_FieldUpgrade outgoing parameters and sizes ...................................10 
Table 8. TPM_FieldUpgrade UpgradeStatus return codes .......................................11 

 



 
 
 
 

Intel® TPM Vendor Specific Ordinals  5 

Revision History 

Table 1. Revision history 

Document 
Number 

Description Revision Date 

0.1 Initial draft 5 sep 2007 

0.2 First content 26 sep 2007 

0.26 Changes based on feedback 18 oct 2007 

0.3  Changes based on feedback 22 oct 2007 

0.31 Name change 11 Nov 2007 

0.9 Update based on feedback 28 Apr 2008 

0.92 Remove depreciated ordinals 26 June 2008 

1.0  29 July 2008 

 

 

§ 



 
Introduction 

 
 

6   Intel® TPM Vendor Specific Ordinals 

1 Introduction 

 

This document is intended to provide all information necessary to allow one to run the 
Intel® Trusted Platform Module (Intel® TPM) ordinals. 

1.1 Terminology 

Table 2. Terminology 

Term Description 

Intel® AMT Intel® Active Management Technology (Intel® AMT) 

FIT Flash Image Tool 

FPT Flash Programming Tool 

FW Firmware 

Intel® TPM Intel® Trusted Platform Module (Intel® TPM) 

LMS Local Manageability Service 

Intel® ME Intel® Manageability Engine (Intel® ME) 

NVM  Non Volatile Memory 

OS Operating System 

SKU Stock Keeping Unit 

SOL Serial Over LAN 

SPI Flash Serial Peripheral Interface Flash 

Sx Sleep State (where x is the specific state) 

IDE-R IDE Redirection 

 

1.2 Reference Documents 

The documents listed in the table below provide supplementary and background 
information. 
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Table 3. Reference documents 

Document Location 

Standard Intel® TPM documents 
https://www.trustedcomputinggroup.org/specs/TPM 
Design principles, structures and command documents within the 
above link are of use. 

Intel® TPM Tools User Guide Found as part of the OEM kit downloadable from the ARMS Web site. 

Intel® ME System Tools User Guide Found as part of the OEM kit downloadable from the ARMS Web site. 

OEM Bringup Guide Found as part of the OEM kit downloadable from the ARMS Web site. 

Intel® TPM Compliance & Test Guide WIP—will be part of the OEM kit downloadable from the ARMS Web 
site. 

AMT Tools User Guide Found as part of the OEM kit downloadable from the ARMS Web site. 

 

§ 

https://www.trustedcomputinggroup.org/specs/TPM
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2 Intel® Trusted Platform Module 
(Intel® TPM) Specific Ordinals 

2.1 TPM_GetCapability 

2.1.1 TPM_CAP_MFR 

Used to retrieve the firmware (FW) version, in the following format: 

Table 4. TPM_GetCapability TPM_CAP_MFR 

Type Description 

UINT16 Major version 

UINT16 Minor version 

UINT16 Hot Fix 

UINT16 Build 

2.1.2 TPM_CAP_DA_LOGIC 

Uses vendorData field of struct TPM_DA_INFO to return the Dictionary Attack 
parameters, in the following format: 

Table 5. TPM_GetCapability TPM_CAP_DA_LOGIC 

Type Description 

UINT16 Auth Failure Threshold 

UINT16 Initial Lockout Time 

UINT16 Lockout Increase Factor 

UINT16 Fade Out Time 

2.1.3 TPM_CAP_VERSION_VAL 

Uses the vendorSpecific field of struct TPM_CAP_VERSION_INFO to return the FW 
version, in the same format as TPM_CAP_MFR. 
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2.2 TPM_FieldUpgrade 

A FW update is performed through the TPM_FieldUpgrade ordinal. 

This ordinal can be validated either by an owner authorization (if owner is present), or 
by deferred physical presence (only if owner is not present). 

Since the FW image is larger than the input ordinal buffer, getting the FW image 
involves calling this ordinal multiple times.  

After the update is complete, Intel® TPM is deactivated until the next TPM_Init. 

If the ordinal is sent with owner authorization, the authorization will be verified on 
each call to the ordinal. Failing authorization on one call will invalidate the entire FW 
update. 

TPM_AUTHDATA (Owner Authorization) is a 160-bit (20 Byte) shared-secret plus high-
entropy random number. The usual algorithm used to create the AuthData is by taking 
the shared-secret and random number and mix using SHA-1 digesting. No specific 
function for generating AuthData is specified by TCG Specification. 

Please note that Intel® ME FW Update tool is generating the Intel® TPM_AuthData 
using the above algorithm from the TPM Owner password parameter (-key), or using 
the vista generated AuthData file if using –msf parameter. 

TPM_FieldUpgrade input and output parameters are not defined by the Intel® TPM 
spec. Table 6 and Table 7 detail the parameters of TPM_FieldUpgrade as 
implemented by Intel® TPM. 

2.2.1 Incoming Parameters and Sizes 

Table 6. TPM_FieldUpgrade incoming parameters and sizes 

PARAM HMAC 

# SZ # SZ 
Type Name Description 

1 2   TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND 

2 4   UINT32 paramSize 
Total number of input bytes including 
paramSize and tag 

3 4 1S 4 TPM_COMMAND_CODE ordinal 
Command ordinal: 
TPM_ORD_FieldUpgrade 

4 4 2S 4 UINT32 totalLength Total length of the update image 

5 1 3S 1 BOOL lastSegment TRUE if this is the last data segment 

6 4 4S  4 UINT32 Offset 
Offset in the buffer of the current data 
segment 

7 4 5S 4 UINT32 dataLength Length in bytes of data 
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PARAM HMAC 

# SZ # SZ 
Type Name Description 

8 <> 6S <> BYTE Data Data  segment 

9 4    TPM_AUTHHANDLE authHandle 
The authorization session handle used 
for owner authentication. 

  2H1  20 TPM_NONCE authLastNonceEven 
Even nonce previously generated by TPM 
to cover inputs 

10 20 3H1  20 TPM_NONCE nonceOdd 
Nonce generated by system associated 
with authHandle 

11 1 4H1  1 BOOL continueAuthSession 
The continue use flag for the 
authorization session handle 

12 20   TPM_AUTHDATA ownerAuth HMAC key: ownerAuth. 

 

2.2.2 Outgoing Parameters and Sizes 

Table 7. TPM_FieldUpgrade outgoing parameters and sizes 

PARAM HMAC 

# SZ # SZ 
Type Name Description 

1 2   TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND 

2 4   UINT32 paramSize 
Total number of output bytes including 
paramSize and tag 

3 4 1S 4 TPM_RESULT returnCode 

The return code of the operation. 
NOTE: The upgrade operation was 
successful only if upgradeStatus is 
STATUS_SUCCESS. 

  2S 4 TPM_COMMAND_CODE ordinal 
Command ordinal: 
TPM_ORD_FieldUpgrade 

4 4 3S 4 UINT32 upgradeStatus 
The status code returned from the 
kernel  

4 20 2H1  20 TPM_NONCE nonceEven 
Even nonce newly generated by TPM 
to cover outputs 

  3H1  20 TPM_NONCE nonceOdd 
Nonce generated by system associated 
with authHandle 

5 1 4H1  1 BOOL continueAuthSession 
Continue use flag, TRUE if handle is 
still active 

6 20   TPM_AUTHDATA resAuth 
The authorization session digest for 
the returned parameters. HMAC key: 
ownerAuth. 
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2.2.3 Action 
1. If TPM Owner is installed. 

a. Validate the command and parameters using TPM owner authentication. On 
error, abort the FW Update and return TPM_AUTHFAIL. 

2. Else 

a. If TPM_STCLEAR_DATA -> deferredPhysicalPresence -> 
unownedFieldUpgrade is FALSE return TPM_BAD_PRESENCE.  

3. Copy the given data segment of the update image.  

4. If lastSegment = TRUE 

a. Verify the RSA signature on the image and perform the update process. 

b. Set the TPM_STCLEAR_FLAGS deactivated to TRUE. 

5. Return the status code received from the kernel FW Update protocol as 
upgradeStatus. If the status was not STATUS_SUCCESS, abort the FW Update. 

 

2.2.4 Field Upgrade Error codes 
1.  upgradeStatus value can be interpreted from the table below: 

Table 8. TPM_FieldUpgrade UpgradeStatus return codes 

Error Code Error Name 

0 
NO_UPDATE 

1 
STATUS_UPDATE_SUCCESS 

2 
STATUS_UPDATE_IMAGE_INVALID 

3 
STATUS_UPDATE_INTEGRITY_FAILURE 

4 
STATUS_UPDATE_SKU_MISMATCH 

5 
STATUS_UPDATE_FW_VERSION_MISMATCH 

6 
STATUS_UPDATE_GENERAL_FAILURE 

7 
STATUS_UPDATE_OUT_OF_RESOURCES 

8 STATUS_UPDATE_AUDIT_POLICY_FAILURE 

9 
STATUS_UPDATE_ERROR_CREATING_FT 

10 
STATUS_UPDATE_SAL_NOTIFICATION_ERROR 

11 
STATUS_UPDATE_IMG_LOADING 

12 
STATUS_UPDATE_IMG_AUTHENTICATING 
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Error Code Error Name 

13 
STATUS_UPDATE_IMG_PROCESSING 

14 
STATUS_UPDATE_CREATING_FT 

15 
STATUS_UPDATE_UPDATING_CODE 

16 
STATUS_UPDATE_UPDATING_NFT 

17 
STATUS_UPDATE_FLASH_CODE_PARTITION_INVALID 

18 
STATUS_UPDATE_FLASH_NFT_PARTITION_INVALID 

19 
STATUS_UPDATE_ILLEGAL_IMAGE_LENGTH 

20 
STATUS_UPDATE_NOT_READY 

0x98 
STATUS_SECURITY_VIOLATION 

0xFFFFFFFF 
STATUS_UPDATE_UNKNOWN 

 

 


	1 Introduction
	1.1 Terminology
	1.2 Reference Documents

	2 Intel® Trusted Platform Module (Intel® TPM) Specific Ordinals
	2.1 TPM_GetCapability
	2.2 TPM_FieldUpgrade



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


